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PJM Security Update – November, 2024

Important Security Alerts
• Increased cyber threat to US renewable 

sector: FBI warning describes tactics for 
disrupting renewable generation.

• Nation-state actors targeting of critical 
infrastructure: Attackers using brute force 
methods to attempt to gain access to victims.

• Joint ISAC Advisory on current threat 
landscape: 2024 Election Threat Landscape 
report on a range of cyber and physical threats 
targeting various sectors with the US.

Monitored Threats
• Exploitation of unpatched vulnerabilities

• Phishing and smishing attacks

• Distributed Denial of Service attacks

• Use of deepfake and Adaptive AI technology

Contact PJM
• To report unusual events,  notify your normal PJM contacts.

• To report connectivity issues contact Member Relations.

• To report suspicious email, notify SecurityAlertTm@pjm.com.

• Share this info with your security team.

https://industrialcyber.co/threats-attacks/fbi-warns-of-increased-cyber-threats-to-expanding-us-renewable-energy-sector/
https://www.cisa.gov/news-events/alerts/2024/10/16/cisa-fbi-nsa-and-international-partners-release-advisory-iranian-cyber-actors-targeting-critical
https://www.cisa.gov/news-events/alerts/2024/10/16/cisa-fbi-nsa-and-international-partners-release-advisory-iranian-cyber-actors-targeting-critical
https://nerc123.my.salesforce.com/sfc/p/2E0000012tgy/a/Pm000000xyJV/LOCOetngAJ.lqXr1dPqswT1dxqczz7Ff.DE5ViAvf24
https://nerc123.my.salesforce.com/sfc/p/2E0000012tgy/a/Pm000000xyJV/LOCOetngAJ.lqXr1dPqswT1dxqczz7Ff.DE5ViAvf24
mailto:SecurityAlertTm@pjm.com
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Contact

Presenter: 
Jim Gluck
Jim.Gluck@pjm.com

Security Update Member Hotl ine
(610) 666 – 8980
(866) 400 – 8980
custsvc@pjm.com


